MMAMSTKA “O MEPAX BE3OITACHOI'O UCITOJIB30BAHUS BAHKOBCKUX KAPT”
AO Kb «<HUBb»

CobmroieHre peKOMeHIalui, coaepkamuxcsi B IlaMsaTke, MO3BOJUT 00ECIEYUTh MAaKCHMAaJIbHYIO COXPAaHHOCTH
OaHKOBCKOW KapThl, ee pekBu3utoB, [IMH u Apyrux HaHHBIX, a TakKe CHH3UT BO3MOXHBIC PHCKH IPH COBEPIICHUU
orepanuii ¢ ucroap30BaHueM OaHKOBCKOM KapThl B OaHKOMaTe, MpH Oe3HAIIMYHON OIIaTe TOBAPOB M YCIYT, B TOM YHCIE
ugepes cetb HTEpHET.

O0mue pekoMeHIaIu

1. Hukorna ne coobmiaiite I[TMH u CVV kox TpeTbuM JWIlaM, B TOM YHUCIE POJICTBCHHHKAM, 3HAKOMBIM,
COTPYAHHUKAM KpEJIUTHON OpraHu3aliy, KacCUpaM M JIMIaM, TOMOTaloIyuM Bam B ucnonb30BaHnN 0aHKOBCKOM KapThl.

2. I[TMH Heo6X0IuMO 3alIOMHUTH WU B CIIy4ae, €CIIU ATO SABJISICTCS 3aTPYIHUTEIBHBIM, XPAHUTh €T0 OTJCIBHO OT
06aHKOBCKOH KapThl B HESIBHOM BUJIE U HEAOCTYITHOM JJIsI TPEThUX JIULI, B TOM YHUCJIE POJCTBEHHUKOB, MECTE.

3. Huxorna HM mpu Kakux oOCTOSTENBCTBAaX HE NepenaBaliTe 0aHKOBCKYIO KapTy Uil UCIIOJB30BAHHUS TPETHUM
JHMLaM, B TOM 4HCJe pojacTBeHHHKaM. Ecin Ha GaHKOBCKOW KapTe HaHeceHbl (paMuins U UM (PU3UUECKOTro JIUIA, TO
TOJIBKO 3TO (PU3NYECKOE JIUI0 HMEET IPABO UCIIOIB30BATH OAHKOBCKYIO KapTy.

4. Ilpu nonydeHny OAaHKOBCKOH KapThl pacHHMLIMTECH HA €6 00OPOTHOH CTOpPOHE B MeCTe, NPEIHA3HAYCHHOM JJIS
TIOAITUCH JAepKaTelsi 0aHKOBCKOM KapThl, €CIIM 3TO MPEITyCMOTPEHO. DTO CHU3HUT PUCK HCIIOIH30BAHUS OAHKOBCKOW KapThI
6e3 Bamero cornacus B cilydae ee yTpatsbl.

5. Byapre BHUMATENbHBI K YCIOBHSAM XpaHCHHS M WCIOJIb30BaHUS OaHKOBCKOW KapTel. He mopaBepraiite
0GaHKOBCKYI0 KapTy MEXaHHYECKUM, TEMIIEpaTypHbIM U 3JEKTPOMAarHUTHBIM BO3JCHCTBHAM, a Taioke wu30eraite
MOTIA/IaHuUs] Ha Hee BJIard. BaHKOBCKYIO KapTy HENb3sl XPaHHTh PSIOM ¢ MOOWIIBHBIM Tele(oHOM, OBITOBOH M O(HUCHOM
TEXHUKOM.

6. Tenedon KkpyriocyrouHoit ciayx0b momaepxku 8(800)200-45-75  wmu  Ttenepon AO Kb «HUB»
8(846)342-57-48. Taxke HEOOXOAMMO BCETIa HMETH TIPH cebe 3TH KOHTAKTHBIE TeJe()OHBI H HOMEP OAHKOBCKOM KapThl HA
JPYTUX HOCUTENSAX HH(OPMALMU: B 3aIUCHON KHIDKKE, MOOUIBEHOM TenehoHe W/UIH APYrUX HOCUTENAX UH(OpMAIMY, HO
He psaoM c 3amuckio o [TNMH.

7. C uenbio IPeNOTBPAICHUS HENPABOMEPHBIX JEHCTBUH IO CHATHIO BCEH CyMMBI JEHEKHBIX CPEICTB C
0aHKOBCKOTO CueTa IeJIecCO00pa3HO YCTAHOBUTH CYTOYHBIH JIMMHUT Ha CyMMY OINepaunuii 1mo OaHKOBCKOW KapTe H
OJTHOBPEMEHHO HNOAKIIOUUTE SMS-co0011eHnst 0 NPOBEAECHHBIX ONEpalUsIX.

8. Ilpu momydeHUH NPOCHOBI, B TOM YHCIE CO CTOPOHBI COTPYIHHMKA KPEIUTHOH OpraHu3aldy, COOOIIUTH
MEepCOHANBHBIC TaHHbIC WK MHopMaluoo o 6aHkoBckol kaprte (B ToMm uucie [IMH) He cooburaiite ux. [lepe3BoHute B
AO Kb «HUB» mo Tenedony : 8(846)342-57-48 u coobrmuTe 0 1aHHOM (haKTe.

9. He pexoMmeHayeTcsl OTBEYaTh Ha 3NEKTPOHHbIE NMUcbMa, B KOoTopbix oT uMeHn AO Kb «HUB» npennaraercs
NIPEJOCTaBUTh NEepCcOHaNbHbIE naHHble. He crneayiite mo “ccbuikam”, yKa3aHHBIM B MHChbMax (BKJIIOYasl CChUIKM Ha CalT
AO Kb «HUB»), T.K. OHH MOT'YT BECTH Ha CalThI-TBOMHUKH.

10. B nensx unpopmanmonnoro B3ammojeiictBus ¢ AO Kb «HUB»  pekoMmeHIyeTcs HCIOJIb30BaTh TOJIBKO
PEKBU3UTHI CPEJCTB CBSA3U (MOOMIBHBIX M CTallMOHApHBIX Tene(oHOB, GakcoB, HHTEPAKTUBHBIX Web-CaliTOB/MOPTANOB,
OOBIYHOIN M BJIEKTPOHHOW MOYTHI W TIp.), KOTOpBIE yKa3aHbl B JOKYMEHTaX, IOJIy4eHHBIX HemocpencrseHHo B AO Kb
«HHWB .

11. Ilomuure, uto B ciyuae packpbitus [IMH, nepcoHanbHBIX TaHHBIX, YyTpaThl OAHKOBCKOM KapThl CYIIECTBYET
PHUCK COBEPILCHUS HENPABOMEPHBIX IEHCTBUII C JEHEKHBIMH CpeACTBaMH Ha Bamiem 0aHKOBCKOM CHETE€ CO CTOPOHBI
TPEThUX JIULL.

B ciydae eciu umerorcs npennonoxenus o packpsitun [IMH, nepcoHanbHbIX JaHHBIX, O3BOMIAIOLIMX COBEPLIUTH
HerpaBOMepHbIE AeHCTBHA ¢ BammM GaHKOBCKUM cUETOM, a Takke ecii OaHKOBCKas KapTa Oblia yTpaueHa, He00X0IUMO
HemeieHHo obpatuteess B AO KB «HUB» wmm mo tenedony 8(800)200-45-75 3AO0 «IIpouecCHHIOBBI LEHTp
Kaptcrannapr» u crnenoBarh yka3aHUsIM COTpPYIHHMKA AaHHOW opraHuzauuu. Jlo momenra oOpamenus B AO Kb «HUb»
i 3AO «IIponeccunrossiii uentp Kaprcrannapt» Bel HeceTe pucK, CBA3aHHBIN ¢ HECAHKLIMOHUPOBAHHBIM CIICAaHUEM
JICHEeXHbIX cpecTB ¢ Bamero 6ankoBckoro cuera. CornacHo ycnosusim orosopa ¢ AO Kb «HUb» nenexHsle cpencTsa,
crniMcaHHble ¢ Barero GaHKOBCKOTO cyeTa B pe3y/lbTaTe HECAaHKIMOHHPOBAHHOTO HMCHONB30BaHHMSA Bamiell 0aHKOBCKOM
KapThbl 0 MOMEHTa YBEJIOMJICHHS 00 3TOM KPEJUTHOW OpraHU3alui — SMHUTEHTa OaHKOBCKOMN KapThl, HE BO3MEIIIAIOTCSL.

PexoMeHnaannu npu coBepuieHNH onepanuii ¢ 0aHKOBCKOH KapToil B 0aHKoMaTe

1. Ocy1iecTBISHTE ONEepalry C UCIOIb30BaHUEM 0aHKOMATOB, YCTAHOBJICHHBIX B 0€30MaCHBIX MECTax (Hampumep,
B rOCYJapCTBEHHBIX YUPEXKICHUSAX, MOJIPA3JEIICHUSIX OAHKOB, KPYITHBIX TOPrOBBIX KOMIUIEKCAX, TOCTHHHUIAX, a3POMOPTax
U T.IL).

2. He ucnone3yiite yctpoiictBa, koTopbie Tpedyror BBona [IMH mis nocryma B momerieHue, Il paciioyiokKeH
GaHKOMaT.

3. B ciyuae ecnu mo6im3octy oT GaHKOMaTa HaXOAATCS IIOCTOPOHHUE JIMIIA, CIIEAYeT BhIOpaTh Oosee moaxosiinee
BpeMsI IJ1s HCTIONBb30BaHU OaHKOMATa MM BOCIIOJIB30BaThCs IPYTHM OaHKOMATOM.

4. llepen wucnonp30BaHMEM OaHKOMara OCMOTPUTE €ro Ha HaJIW4YHMe JIOTIOJHHUTENIBHBIX YCTPOMCTB, HE
COOTBETCTBYIOLIMX €ro KOHCTPYKIMH M PAcIoNIoXKeHHbIX B MecTe Habopa ITMH u B Mecte (mpopess) npeaHa3HaYeHHOM
JUId TIpUeMa KapT (Harmpumep, Halu4ue HEPOBHO YCTAHOBJICHHOHM KiaBuaTypbl Habopa IIMH). B ykasannom ciyuae
BO3JIEP)KUTECH OT HCIONB30BaHHS TAKOTO OAaHKOMATA.



5. B cinyyae ecnu KilaBHaTypa WIM MECTO JUIA NpueMa KapT OaHKoMara OOOpYIOBaHbI JIOMOJTHUTENbHBIMU
YCTPOMCTBaMH, HE COOTBETCTBYIOUIMMHU €ro KOHCTPYKIHH, BO3/AEPKUTECh OT MCHOJIb30BaHHS OAaHKOBCKOH KapThl B
JaHHOM OaHKOMaTre M COOOLIMTE O CBOMX IOJO3PEHHAX COTPYOHHKaM KPEOWTHOH opraHm3amuu 1o TenedoHny,
yKa3aHHOMY Ha OaHKOMaTe.

6. He npumensiite pu3ndeckyro CHily, YTOObI BCTABUTh OAHKOBCKYIO KapTy B OaHkomar. Eciu GaHKOBCKas kapTa
HE BCTaBJISETCS, BO3JIEPKHUTECH OT UCIOJIb30BAaHUS TAKOr0 OaHKOMATa.

7. Habupaiite [TMH Takum 0Opa3oM, YTOOBI JIFOIH, HAXOASIIMECS B HEIIOCPEICTBEHHON OJIM30CTH, HE CMOTIIH €T0
yBugets. [1pu nabope ITMH npukpeiBaiite KilaBUaTypy pyKoil.

8. B ciryqae ecnn 6aHKOMaT paboTaeT HEKOPPEKTHO (HANPHMED, JONTOe BPeMsI HAXOAUTCS B PEXKHUME OXKHIAHUS,
CaMOIPOM3BOJIBHO IIepe3arpykaercs), CielyeT OTKa3aTbCs OT HCIOJIb30BAHUS TaKOro OAHKOMAara, OTMEHHTH TEKYIIYIO
OTepalnio, HaXKaB Ha KJIaBHaType KHOMKY “OTMeHa”, U I0KAAThCs BO3BpaTa 0aHKOBCKO KapThI.

9. INocne nonydeHWss HAIMYHBIX JEHEXKHBIX CPEJCTB B OaHKOMATE CIeNyeT IepecYUTaTb OaHKHOTHI IOJIMCTHO,
yOeIuThCS B TOM, UTO OaHKOBCKasl KapTa ObliIa BO3BpallieHa 0aHKOMaToOM, JIOXKIAThCs BBIAAYH KBUTAHIUH [P €€ 3a1poce,
3aTeM I0JIOKUTh UX B CYMKY (KOLIEJIeK, KapMaH) U TOJIBKO ITOCIIE 3TOr0 OTXOIUTh OT OaHKOMaTa.

10. CnenyeT coxpaHsTh pacrie4yaTaHHble OAHKOMATOM KBHTAHIIMH JUIs MOCJICAYIOIICH CBEPKHM YKa3aHHBIX B HHX
CYMM C BBIIUCKO} 10 0aHKOBCKOMY CUETY.

11. He mpucmymmBaiiTech K cOBETaM TPETHHUX JIMI, a TakK)Ke HE MPUHUMANTe WX IOMOINb TPHU MPOBEACHHUN
ornepanuii ¢ 6aHKOBCKOH KapToil B OaHKOMaTax.

12. Ecniu mipu mpoBeICHUH oTiepanuii ¢ 0aHKOBCKOW KapToi B GaHKOMaTe OaHKOMAT HE BO3BpalaeT 0aHKOBCKYIO
KapTy, ClIeflyeT IMO3BOHUTH B KPEJUTHYIO OpraHu3allMio 10 TeledoHy, yKa3aHHOMY Ha OaHKoMmare, U OOBSCHUTH
00CTOATENHCTBA MPOU3OLICANIET0, a TAKKE CIeIyeT OOpaTUTHCS B KPEIUTHYIO OPTaHHM3allHI0O — OMHTEHT OaHKOBCKON
KapThl (KPEIUTHYIO OPraHU3allMIo, BBIABIIYI0 OAHKOBCKYIO KapTy), KOTOpas He OblLla BO3BpallleHa OaHKOMAaToM, U Jajiee
CJIeIOBAaTh MHCTPYKLMSIM COTPYAHHKA KPEAUTHOW OpraHU3alum.

PeKOMeH}laHI{[I/l NnpHu UCNMOJb30BAHUHU 0aHKOBCKO KapTbl 1JIA 0e3HAJIHYHOM OIIATHI TOBApoOB ! yCJIyr

1. He ncrions3yiite 6aHKOBCKHE KapThl B OPTAHU3AINAX TOPTOBIH U YCIYT, HE BRI3BIBAIOIINX JOBEPHSL.

2. TpeOyiiTe npoBeneHus onepanuil ¢ 6aHKOBCKONH KapToif ToNbko B Bamem mpucyrcTBuu. 9T0 HEOOXOIUMO B
TeJIAX CHIDKEHHS PHCKa HEMPaBOMEPHOTO MOTydeHHs Bammx mepcoHaNbHEIX JaHHBIX, YKa3aHHBIX HA OAHKOBCKOM KapTe.

3. Ilpu ucnosnp30BaHUU OaHKOBCKOH KapThl Ul OIUIAThl TOBApOB M YCIYI KacCHp MOXET HOTpeOoBaTh OT
BJIajielbl[a OAaHKOBCKOM KapThl MPEIOCTABUTH MACIIOPT, HoAnucarh yek win Beectu [TMH. Tlepen nadopom ITMH crnexyer
yOeIUThCSL B TOM, YTO JIIOAU, HAXOAsIIUECsS B HEMOCPEICTBEHHOM ONM30CTH, HE CMOTYT ero yBuaeTh. Ilepen Tem kak
HOAMHUCATh Y€K, B 00s13aTEILHOM HOPSAKE IPOBEPHTE CYMMY, YKa3aHHYIO Ha YeKe.

4. B cmy4ae ecnM IpH TONBITKE OIJIATHI OAHKOBCKOI KapTOW MMena MeCTO “HEeyCIeNIHas OIlepaiys, CIeIyeT
COXPaHHUTb OJMH DK3EMIUIIP BBIJAHHOIO TEPMUHAJIOM YeKa Ul MOCIEAYIOUIeH NMPOBEPKM HAa OTCYTCTBUE YyKa3aHHOU
OTIepaINH B BEIMICKE MO0 OAHKOBCKOMY CUETY.

Pexomenganum npu coBepuieHuN onepanmii ¢ 0aHKOBCKOI KapToii Yepe3 ceTb UHTepHeT

1. He ucnone3syiire ITMH mnpu 3aka3e TOBapoB U yCIyr uepe3 ceTb MHTEpHET, a Takxke mo Tenedony/pakcy.

2. He coolmaiite nepcoHanbHble JaHHBIE WM HHPOPMALHUI0 O OaHKOBCKOH(OM) KapTe (cuere) uepe3 ceTh
Wurepner, nanpumep [TMH, naponu nocryma x pecypcam 6aHka, CpoK IeHCTBHSI OAaHKOBCKOM KapThl, KPEIUTHBIE IUMHTBI,
UCTOPUIO OTEPaINid, IEPCOHAJIbHBIC JaHHBIE.

3. [locne ormnarel B IHTEpHETE HE coxpaHsiiTe nanabie kapTel 1 CVV kopa.

4. C uenplo TpENOTBpAILLICHUS HENPABOMEPHBIX ACHCTBHH MO CHATHUIO BCEH CYMMBI JICHEXKHBIX CPEACTB C
0GaHKOBCKOT'O CUeTa PEKOMEH IyeTCsl JUIs OIUIAaThl IOKYIIOK B ceTH MIHTEpHET NCIO0Ib30BaTh OTENIbHYIO0 OAHKOBCKYIO KapTy
(Tak Ha3bBIBAEMYIO BHPTYAIbHYIO KapTy) C MPEAebHBIM JUMUATOM, MPEIHA3HAYCHHYIO TOJBKO JJIS YKa3aHHOH LENu U He
MO3BOJIAIOUTYIO IPOBOAUTS C €€ UCIOJIb30BaHUEM ONepally B OPraHU3aLUsAX TOPTOBIH U YCIIYT.

5. Crnenyer moyb30BaThCS UHTEPHET-CANTAMH TOJBKO M3BECTHBIX U IPOBEPEHHBIX OPTaHU3AIMA TOPTOBIIHM U YCIIYT.

6. O0s13aTenbHO yOenuTech B IPABIIIHOCTH aJpPECOB HHTEPHET-CAUTOB, K KOTOPBIM MOJKITIOYAETECh U HA KOTOPBIX
coOMpaeTech COBEPIIUTH MOKYIKH, T.K. IOX0XKHE aJpeca MOTYT HCIIOJb30BAaThCS U OCYLICCTBICHUS HEMPaBOMEPHBIX
IECUCTBHIL.

7. PexkomeHayeTcs coBepuiaTh IOKYIMKH TOJNBKO CO CBOEr0 KOMITBIOTEpAa B IIEISX  COXPaHCHHs
KOH(HIEHINAILHOCTH MEPCOHANBHBIX JaHHBIX H(MIIH) HHPOpMaIu 0 GaHKOBCKOW(0OM) KapTe (cuere).

B ciyuae ecny mokymnka coBepIIaeTcs ¢ UCTOJIb30BaHUEM UYXKOTO KOMIBIOTEPa, HE PEKOMEHIYeTCsl COXPaHATh Ha
HEM TIepCOHAJIbHBIE JaHHBbIE W JPYryl0 MH(OpMAIHMIO, a IOcje 3aBEepIICHUS BCEX ONepaunuil HYKHO YOeAHMThCs, 4YTO
MEPCOHANBHBIC IAHHBIC U IpYras HHQOpMAaIKsi He COXPaHWINCH (BHOBB 3arpy3uB B Opay3epe web-cTpaHuily mpojaaBia, Ha
KOTOPOH COBEPIIAIUCH MOKYIIKH).

8. YcraHoBHUTE Ha CBOW KOMITBIOTEp aHTHBHUPYCHOE NMPOTrpaMMHOE O0ECIEYEHHE U PETYISIPHO MPOU3BOJIUTE €ro
OOHOBJICHHE ¥ OOHOBIICHHE [JPYTMX HCIOJIb3YeMbIX BaMu mHporpaMMHbBIX MPOAYKTOB (ONEPAlMOHHOM CHUCTEMBI H

MPUKJIAJHBIX IPOIPaMM), 3TO MOKET 3aLUTUTL Bac OT MPOHUKHOBEHUS BPEAOHOCHOTO MPOrPaMMHOT0 00eCTIeUeHN L.



